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Abstract: Differentiating between black powder toners used in laser printers and
copiers can be challenging for forensic examiners. One hundred and eight samples
from different types of cartridges produced by 10 manufacturers were studied
using reflection-absorption infrared microscopy (R-A IR). The grouping of
copy toners into distinguishable classes, achieved by visual comparison and com-
puter-assisted spectral matching, was compared to that achieved by multivariate
discriminant analysis. The FTIR spectra were classified into 15 groups. This
classification served as a basis for the development of an analytical scheme for
differentiating black powder toners. Obtained spectra and all the available
information could be used to create a database. The results obtained confirm
the multiplicity and compatibility of toners.
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INTRODUCTION

The use of office and personal photocopying machines has increased
dramatically over the last 25 years. As a result, photocopying documents
has become simple, fast, and inexpensive. A major disadvantage of
photocopy machines is that they are now more accessible for illegal
activities, such as counterfeiting, fraud, false documents, anonymous
letters, confidential materials, and acts of terrorism.[1–3] Determination
of authenticity concerning documents can give rise to many different
problems.

Identification of the source of photocopied documents is not an easy
task for forensic examiners, since chemical and physical characteristics
are very similar and numerous manufacturers of photocopy instruments
and toner cartridges exist.[4] Powder toners are mixture of several types of
chemical compounds, such as a colorant (dye or pigment), a binding
agent, and additives. The binding agent allows for permanent contact
with the paper. The additives improve other physical and chemical prop-
erties. A typical toner should have the following properties: a suitable
mass, an electric charge, and magnetic quality. Black toners contain,
mostly, soot as the pigment. Also, small quantities of blue-violet organic
dyes, e.g., compounds containing cyano (�CN) groups may be present.
The binding material is mainly synthetic acrylic, polyester, polyvinyl,
and epoxy resin co-polymers. The most frequently applied compounds
with magnetic properties are magnetite (Fe3O4) and ferrites (MeFeO4,
Me¼Fe, Co, Mn, Ni, Cu, Mg). Fused silica is often used as an additive.
All information about chemical composition of toner is protected by
patent law.

Various analytical methods can be used for the analysis of toners,
such as: thin-layer chromatography (TLC),[5,6] Fourier transform
infrared spectrometry (FTIR),[7–10] calorimetry, and combined methods,
pyrolysis gas chromatography=mass spectrometry (Py-GC=MS),[11–15]

and scanning electron microscopy coupled with energy-dispersive X-ray
spectrometry.[16,17]

Qualitative analysis of IR spectra of toners has been presented by
Brandi,[18] Mazzela and colleagues,[19,20] and Tandon.[21]

Multivariate statistical methods offer a potential solution to these
problems. Brown et al., stated the following in a 1996 review on chemo-
metrics, ‘‘there were only a few papers that focused on the application of
pattern recognition techniques to forensics, which is surprising in view
of the potential impact that multivariate methods can have on this
field.’’[22] Paper samples have been differentiated on the basis of multi-
variate statistical analysis of their elemental compositions.[23,24]

Andrasko[25] has also applied two simple measures, the Euclidean
distances between spectra and a similarity index, to differentiate black
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ink and color toner samples by reflection FTIR. Merrill and Bartick[26,27]

have previously compared prominent features and used computer-
assisted spectral matching to divide R-A IR spectra of toners into several
subgroups based on the presence, absence, and ratios of peaks in 40
different spectral regions.

Reflection absorption experiments involve mounting the sample on a
reflective surface. The infrared energy passes back through the sample,
reflects off of the reflective substrate, and is passed back through the
sample effectively, approximating a double pass experiment. Microscopic
reflection-absorption by infrared spectroscopy (lR-A) was shown as a
viable technique for analyzing the polymer resins contained in dry, black
photocopy and printer toners. Linear discriminant analysis (LDA) is a
multivariate statistical method that facilitates the objective evaluation
of the classification of objects (in this case, spectra) into groups. The
objective of the present paper is to evaluate whether groupings of R-A
IR spectra of photocopy and printer toners for a larger subset of 54 toner
samples can be reliably discriminated by statistical pattern recognition.

EXPERIMENTAL

Apparatus

Micro-analysis was performed on a Spectrum GX II infrared spectro-
meter coupled with a Spectrum Spotlight Microscope (Perkin Elmer
Instruments, USA). The spectrometer has a KBr beam splitter and an
EverGlo IR source. The microscope was equipped with a mercury cad-
mium telluride (MCT) detector refrigerated with liquid nitrogen. Infrared
spectra were measured at a resolution of 8 cm�1. The range measured was
between 4,000 and 650 cm1 and 256 scans were acquired as needed for
each spectrum. The spectral data were processed with the Spectrum
software (version 6.1 of Perkin Elmer Instruments, USA).

Materials

The sample preparation is simple, fast, and essentially nondestructive.
Samples were prepared using a heat transfer process to move dry toner
from documents to aluminum foil affixed to standard microscope slides.
A variable temperature soldering iron, set at 250�C, was used to transfer
the toner to the aluminum foil. The heat was applied to the back of the
document containing the toner to be sampled, so most of the heat dis-
sipated before reaching the toner. In lR-A techniques, the document is
still legible after transferring the toner sample and only minimal
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destruction is visible microscopically. Care should be taken when sam-
pling two-sided documents to avoid direct contact between the soldering
iron and toner on the back of the document being sampled. Two samples
were determined to be different if the presence (or absence) of an addi-
tional band in the spectrum was detected, or when the difference in rela-
tive intensities of spectral bands was considerable (different quantities of
components).

RESULTS AND DISCUSSION

R-A IR microspectrometry enables discrimination of toners by their
organic and polymeric components. This technique produces a smear of
toner with a variety of thicknesses at different sites on the smear. If the
heat and pressure are applied straight down and the document is lifted
straight up, in a blotting fashion, the toner transfer is often too thick to
analyze by R-A IR. Attempts to analyze a sample that is too thick may
result in insufficient penetration and increased scattering of the IR energy
due to high levels of carbon black. Sampling in a blotting fashion also
increases the presence of cellulose fibers embedded in the transferred toner.

Figure 1 shows: (a) a toner spectrum from a sample that is contami-
nated with cellulose fibers; (b) a cellulose spectrum with a large O–H
stretching vibrations appear from 3,600–3,000 cm�1 and the broad
envelope from about 1,500–1,200 cm�1 includes the C–H bending. The

Figure 1. Ir spectra (a) toner with cellulose interference; (b) reference from
cellulose; (c) toner without cellulose interference.
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C–O stretching vibrations are included in the envelope from 1,200–
900 cm�1; (c) an uncontaminated spectrum of the same toner.

Once the best possible spectrum has been obtained, adjustments are
still sometimes required to flatten the baseline. Some spectra require only
minimal adjustment, such as the spectrum shown in Fig. 2. Consistency in
baseline adjustment is necessary for valid spectral comparisons. The base-
lines of all R-A IR spectra were manually adjusted using the Spectrum
software to remove background dispersion effects caused by carbon
black in the samples. However, the analyst should be conservative when
adjusting a spectrum baseline to avoid distortion of spectral band shapes.

When analyzing IR spectra of toners, for good spectral reproducibil-
ity, the criterion of division was the presence of characteristic bands.
Sometimes, the characteristic bands originated from polymer. These
bands are as follows: bands originating from styrene are labeled with
the symbol S, esters of the acrylate type are marked as A, and esters of
the methacrylate type are labeled with M. In some cases the origin of
characteristic bands was not successfully determined. These bands are
not marked.

The IR spectra were divided into 15 groups, which are presented in
Table 1.

For six samples (3, 4, 7, 8, 14, and 15), the discriminating feature
within the group in the little inclination of the base line in the range of
800–600 cm�1, which can be attributed to the presence of TiO2 (Fig. 3).

Figure 2. Baseline correction; (a) spectra with carbon black absorption and
particle scattering; (b) after baseline correction.
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It could not be excluded that the bands (1,239 and 731 cm�1) present
in spectra belonging to group 1 originate from derivatives of isophthalic
acid. Their respective positions are the same as characteristic bands for
alkylated resins of the isophthalate type. However, unequivocal determi-
nation of the kinds of aromatic compounds responsible for the presence
these bands was not achieved. The bands at 1,510 and 827 cm�1 present
in toners spectra of groups 1, 2, and 12–15 are due to the presence of
bisphenol A. The same bands can be observed in the spectrum of epoxy
resins produced on the bases of this compound. Bands at 1,271 and
731 cm�1 present in the spectra of samples belonging to groups 2,
12–15 are characteristic of paint resins such as terephthalate.[28] Bands
at 757 and 698 cm�1 present in the spectra of samples belonging to groups
14 and 15 reveal the same position as bands originating from styrene (S);
however, in these spectra, the intensity of the band 698 cm�1 is weaker
than the intensity of the band 757 cm�1, unlike in the styrene spectrum
(see Figs. 4 and 5). The presence of bands 1,780, 1,488, and 1,426 cm�1

(groups 10, 14, and 15) could not be unequivocally assigned to specific
compounds or defined types of bonds.

The classifications performed can serve to discriminate between
samples and to classify the type of machine equipped with a given type
toner. Although an experienced analyst becomes expert at recognizing
distinguishing features in these complex IR spectra, the pattern recogni-
tion task is subjective and becomes quite difficult and time-consuming
when numerous samples are compared. Pattern recognition techniques,

Figure 3. A-B Spectra in range 800–600 cm�1 of two samples of group 3.
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such as principal component analysis (PCA) and multivariate discrimi-
nant analysis, offer approaches to handling this complexity and to assess
the statistical validity of differences observed between different samples.

Figure 5. Spectra in range 950–650 cm�1 of (a) polystyrene; (b) sample of group
14; and (c) sample of group 12.

Figure 4. Spectra in range 3200–2800 cm�1 of (a) polystyrene; (b) sample of
group 14; and (c). sample of group 12.
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PCA was applied as a dimensionality reduction technique to the data set
of 108 R-A IR toner samples spanning 15 assigned groups. The wave
number regions 2,200–2,750 and 3,201–4,000 cm�1 were deleted from
the spectral data prior to PCA, because no peaks were located in these
regions.

Group definitions followed the groups experimentally established
from the R-A IR spectra by visual comparison and computer-assisted
spectral matching. Jackknife cross validation was used to estimate the pre-
dictive ability of the LDA model by removing each sample from the data
set in turn and recomputing discriminant functions based on the remain-
ing samples. Estimates of the classification error for each sample are
obtained without using that sample to calculate the discriminant model.
This ‘‘leave-one-out’’ method is useful when a separate test set of data
is unavailable, because it provides a way to estimate the classification
error rate from the available data. The similarity between the jackknifed
sample and the mean vectors for each group, calculated by scaling each

Figure 6. Mean spectra and univariate Fisher ratios for groups 3 and 7.
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vector to unit length and multiplying them together, was used to assign
group membership. Elliptical confidence regions around the spectra of
toner groups were calculated as follows. Each ellipse represents distances
which are statistically equidistant from the group mean for a predeter-
mined level of probability. Confidence regions were calculated by trans-
forming each group to a principal component representation.

Visual inspection of the mean spectra for groups 3 and 7 shows that
the two groups differ only in two small regions: group 3 possesses small
peaks at 1,157 and 1,270 cm�1, whereas the peaks present in group 7 do
not. Univariate Fisher ratios based on these two groups show that the
two peaks are, indeed, the most important spectral features separating
these two groups. The groups mean spectra and univariate Fisher ratios
are shown in Fig. 6.

The presence of a peak at 1,268–1,272 cm�1 is a distinguishing char-
acteristic between the groups. To assess the ability of the 1,115 and
1,270 cm�1 peaks to differentiate samples from groups 3 and 7, we
selected wave number regions with univariate Fisher ratios exceeding
0.15 (1,097–1,115 and 1,261–1,277 cm�1) for further analysis.

Despite the difficulties in separating the two very similar pairs of
groups, the overall LDA classification results from the R-A IR data
are excellent. When all groups were considered, a 90.74% (49=54) correct
classification rate was achieved.

CONCLUSIONS

This study has shown that many toners can be differentiated by R-A IR
analysis making it a potentially useful method for comparison of ques-
tioned and known document copies. Use of the spectral library assists
with the identification of the toner group if the toner spectrum is con-
tained within the library. By identifying the group to which a specific
toner belongs, it is possible to identify a copy machine’s make and model
or to obtain a list of machines whose toner has comparable spectral char-
acteristics. The considerations were in terms of low cost, speed of analy-
sis, non-destructiveness, and quality of spectra.

The focus of this study is development of statistical based strate-
gies for data handling offering improvements in method validation
and ease of interpretation. Multivariate techniques provide a greater
ability to discriminate between groups in large sample sets compared
to visual analysis. Interpretation time can be reduced because the
approach has the potential to be automated. The examples discussed
illustrate the potential for computer-assisted data interpretation of
forensic analytical data to provide decisive forensic identification of
questioned samples.
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